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expectations from the platform in order for the report to conform to the requirements of those use 

cases.  

It is expected that, as the use cases are refined and clarified, the overall specification and the 
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 Introduction 

The purpose of this document is to define and design the MobiDataLab Transport Cloud, a cloud-

based prototype platform for sharing transport data using a federated approach. It will balance long-

term strategic issues with immediate requirements of the projectôs current phase of technical 

development.  

This first version of this deliverable, which aims to define the MobiDataLab Transport Cloud 

architecture, is based (1) on the preliminary analysis of the use cases and datasets identified in the 

deliverable D2.9 and (2) on the detailed analysis and evaluation of the relevant dimensions and 

state-of-the-art technologies and solutions (see deliverable D2.6) that can be potentially leveraged 

to realise the Transport Cloud. Indeed, these two deliverables provide the foundations for the 

definition of the functional and non-functional requirements targeted in this document.  

While technical details are not thoroughly analysed at the present stage, the architecture outlined in 

this first iteration of the deliverable clearly identifies candidate technologies, tools, and frameworks 

to be used for the development of the Transport Cloud. The selection is based on the proven 

performance and wide adoption of the technologies, ensuring transnational access in a secure, 

effective and seamless way.  

The report is organised as follows: Section 2 presents the main user roles to be supported by the 

platform along with their main operations within the platform. Section 3 describes the non-functional 

requirements from the software stack, while Section 4 deals with the functional 

requirements. Section 5 analyses the main information flows that will be executed over the platform, 

proceeds to the presentation of the architectural design of MobiDataLab, placing the components 

participating in the flows to distinct, clearly defined modules and concludes with a summary of the 

technologies to be used for implementing the core components of the software stack. Finally, Section 

6 presents the candidate technologies to be exploited for the implementation of the MobiDataLab 

components. 
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 MobiDataLab Platform Overview and Main 
Actors 

MobiDataLab targets technology challenges aimed at proposing to mobility stakeholders a replicable 

methodology and sustainable tools that foster the development of a data sharing culture in Europe 

and beyond. Facing such challenges requires the use of techniques that deal with data fusion, 

privacy and anonymisation, geographical and semantic enrichment, harmonisation/standardisation, 

and data processing in general. These will be indeed required to improve the quality, accessibility 

and usability of mobility data and to allow each mobility data provider to share securely and safely 

their data.  

The Transport Cloud will demonstrate a cloud-based prototype platform for sharing transport data, 

accessible to interested mobility actors. It is technically designed according to federated cloud 

principles. The MobiDataLab platform will showcase how to facilitate access to mobility data, in an 

open, interoperable, and privacy preserving way, developing open tools and making them available. 

The Transport Cloud is primarily designed to demonstrate and offer solutions to reduce and, in some 

cases, remove current technical limitations identified as barriers to data sharing and reuse.  

At this stage, we identify four (4) main actors: Administrator, Developer, Data Consumer, and 

Data/Service Provider. The core activities for each actor are summarised as follows:  

¶ Administrator: User management; Access management; Applications and Components 

configuration;  

¶ Developer: Transport Cloud component deployment integration;  

¶ Data Consumer: any entity that is interested to use the data and services available within the 

Transport Cloud. Some examples that can be observed or inferred from the uses cases in the 

deliverable 2.9 are:  

o Data scientist, researcher, domain expert;  

o Transport customers;  

o Services external to the Transport Cloud and that use its data and services. 

¶ Data/Service Provider: any entity that provides, either passively or actively, data or services to 

the Transport Cloud. Some examples that can be observed or inferred from the uses cases in 

the deliverable 2.9 are:  

o Trip planners (e.g., Navitia, HERE);  

o MobiDataLab stakeholders, e.g., transport operators or public institutions that actively share 

their data and services for the good of the MobiDataLab project;  

o Open data/services providers (e.g., OpenStreetMap). 
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Figure 1: Logical Organisation of the MobiDataLab Transport Cloud platform 

 
 
Figure 1 illustrates the logical organisation of the Transport Cloud platform. The platform comprises 

components that implement the set of functionalities required by the use cases and that will be 

presented in more detail in Section 4.  

The components depicted in the figure will be exposed via clearly defined and thoroughly 

documented APIs and deployed on, as well as integrated in, the Transport Cloud platform, which in 

turn will serve the MobiDataLabôs use cases. 
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 Non-Functional requirements 

This section summarises the non-functional requirements for the MobiDataLab Transport Cloud 

platform. 

 

3.1. Governance and Regulation aspects 

The storage and processing of data by the MobiDataLab Transport Cloud must satisfy strict key 

requirements concerning the privacy and trust of European citizens and businesses.  

The non-functional requirements presented below address these needs. 

 

 

 

 

NFR-GOV.01 Data Sovereignty 

Description 
Data stored and processed by the MobiDataLab Transport Cloud shall be kept 

under the European Union authority, thus ensuring data sovereignty. 

Objectives 

¶ Data stored and processed by the MobiDataLab Transport Cloud shall be 

located within premises or datacentres falling in the European Union 

territory. 

NFR-GOV.02 Data Anonymisation 

Description 

The MobiDataLab Transport Cloud must ensure that personal or sensitive data 

accessed or processed by the platform is not made available to audiences 

different than those for which the data owners gave their consent.  

Objectives 

¶ The MobiDataLab Transport Cloud must implement anonymisation 

mechanisms that are employed when the platform needs to access or 

process data to execute some task requiring some form of anonymisation. 

Examples of types of data that are relevant to the MobiDataLab project are 

GPS locations, personal information such as e-mail, names, addresses, and 

so on;  

¶ Build confidence with end users over privacy; 

¶ Fulfil existing privacy regulations. 
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3.2. Cloud Federation Aspects 

The MobiDataLab Transport Cloud will strive to represent a concrete example of viable cloud 

federation by satisfying the non-functional requirements introduced below. 

NFR-CFA.01 Transport Cloud agnosticism 

Description 

A major requirement which needs to be satisfied to validate the MobiDataLab 

project calls on the Transport Cloud to be agnostic with respect to any suitable 

cloud provider that may be used to support its implementation. 

Objectives 

¶ The MobiDataLab transport cloud's design must ensure that the Transport 

Cloud does not require nor depend on any specific cloud editor. As a 

consequence, the Transport Cloud can be deployed on any suitable cloud 

technology vendor infrastructure. 

 

NFR-CFA.02 Use of open source, standard technologies 

Description 

Serialisation and standardisation are key tenets that shall underpin 

the MobiDataLab transport cloud's design. These have clear benefits in terms of 

costs, wide availability, and open documentation, thus paving the way to 

technology and knowledge transfer. 

Objectives 

¶ Select and leverage open source well-established tools, technologies, and 

processes that align with the aforementioned tenets; 

¶ Ensure compatibility with the external world. 

 

NFR-CFA.03 Cloud implementation strategy 

Description 

Cloud providers differ from one another in the number and types of services they 

provide, as well as in the way said services are set up within each cloud platform. 

The MobiDataLab project aims to select a set of services common to all main 

cloud providers. Such selection shall comprise standard information technology 

tools required to build the Transport Cloud infrastructure, regardless of whether 

the infrastructure will be hosted on premise, virtualised on some cloud platform, 

or some hybrid between these two approaches. 

Objectives 

¶ Determine the set of services that are common among the major cloud 

providers and that can be used to implement the functionalities the Transport 

Cloud shall provide; 

¶ Guarantee that the Transport Cloud's functionalities can be implemented 

regardless of the approach chosen to implement the underlying 

infrastructure. 
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3.3. Data Management Aspects 

NFR-DM.01 Data distribution 

Description 

Data distribution is a fundamental principle upon which the MobiDataLab project 

is built. The MobiDataLab project intends to offer a single data entry point for a 

multitude of variegated data sources, either public or privately owned. 

Objectives 
¶ Design the MobiDataLab Transport Cloud architecture so that it enables the 

vision highlighted in the description above. 

 

NFR-DM.02 Data sources identification 

Description 

The MobiDataLab project has to identify the data sources providing the data 

needed by the Transport Cloud to satisfy the use cases presented in the 

deliverable D2.9.  

Objectives 

¶ Identify suitable data sources: open datasets to be imported, metadata to be 

imported, creating a data catalogue within the Transport Cloud; 

¶ Create rich content from multiple data sources. 

 

NFR-DM.03 Data ownership 

Description 

Using privately owned data, and possibly combining it with public open data, 

poses new challenges to the MobiDataLab Transport Cloud in terms of data 

ownership that need to be settled among private data owners, the MobiDataLab 

project stakeholders, and data consumers willing to use the Transport Cloud for 

the data and services it provides.   

Objectives 

¶ Fulfil existing intellectual property regulations, striving to strike a good 

balance between the need to preserve intellectual property and the need to 

serve public institutions and the general public at large. 
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 Functional Requirements 

In this section we introduce the main functional requirements the MobiDataLab Transport Cloud is 

supposed to satisfy to cover the needs of the use cases introduced in the deliverable D2.9. 

4.1. Use Case A: Optimisation of Transport flow and ETA 

FR-A.01 Transport flow monitoring 

Description 

In order to optimise, monitor, and manage commercial transport flow, it is crucial 

to have updates (either periodical or in real-time) from various data sources -- 

e.g., fleet status, weather, traffic, planned events, etc. -- to provide an overall 

picture of the commercial transport system and to trigger specific actions 

whenever needed, i.e., delays, arrival time sharing, and tour plan update. 

Objectives 

¶ The Transport Cloud must provide a monitor processor which 

interacts with the fleet IT system, from which the monitor receives a stream 

of information; 

¶ the ETA estimator, a service used by the Transport Cloud to update/optimise 

tour planning; 

¶ Other data sources such as weather, traffic information, planned events, and 

so on, which may further help to improve service quality provided by the 

fleet owner; 

¶ The Transport Cloud must provide notification/planning functionalities 

within the monitor that allow the Transport Cloud to achieve the goals 

specified in the description of this requirement. 

 

FR-A.02 Tour reporting and planning 

Description 

Planned tours have to follow rest and break time regulations. The system should 

therefore be able to take these aspects into account when planning tours. 

Moreover, explicit reporting of already completed tours can be requested by the 

fleet owner to compare planned, initially estimated, and actual arrival times, thus 

allowing to identify potential problems. 

Differently from the activities described in requirement FR-A.01, the activities in 

this requirement are requested on demand and take advantage of information 

gathered by the monitor. 

Objectives 
¶ The Transport Cloud must provide a REST-API component allowing an 

external user (e.g., the fleet owner) to request on demand specific services 

to the Transport Cloud and receiving back the result;  
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¶ The Transport Cloud must provide an advanced dispatcher processor 

that uses an ETA estimator and take into account rest and break time 

regulations, to plan tours that are compliant with existing EU legislation. 

 

FR-A.03 Data distribution 

Description 

Data distribution is a fundamental principle upon which the MobiDataLab project 

is built. The MobiDataLab project intends to offer a single data entry point for a 

multitude of variegated data sources, either public or privately owned. 

Objectives 
¶ Design the MobiDataLab Transport Cloud architecture so that it enables the 

vision highlighted in the description above.  

4.2. Use Case B: Emission Reporting 

FR-B.01 Emission estimation and reporting  

Description 

Reducing environmental impact is highly relevant for any form of mobility and 

transport. Concrete action for reducing the environmental footprint can only be 

taken in a systematic way if the impact is reported in a clear and transparent 

manner.  Therefore, the need for predicting and reporting emissions is of great 

significance.  

Objectives 

¶ The Transport Cloud must provide an emission processor that is able to 

predict the emission footprint of a planned/already completed tour, based 

on the tour plan, telematics data collected by the involved vehicles (if 

available), and information concerning direct and indirect emissions;  

¶ The Transport Cloud must provide an exhaustive emission report 

processor that is able to take into account the emission estimation of a trip 

possibly composed of several tours (like it happens for the transportation of 

goods where several transport assets are used). 

4.3. Use Case C: Analytics & Learning 

FR-C.01 Data Access, Analytics and Learning 

Description 

Being able to provide access, visualise and finally analyse data is a crucial 

component in every data platform. To this end, this use case is providing a 

horizontal connection to all use cases, since analysis and learning methods can 

contribute to most of the presented use cases.  
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Objectives 

¶ The Transport Cloud must provide a loader component that must be able 

to load spatial data and could be able to load other types of non-spatial data 

(e.g., tabular, etc.) into the Transport Cloud;   

¶ The metadata catalogue available in the Transport Cloud must provide 

functionalities that allow to find, browse, and explore datasets that are of 

interest to the data consumer;  

¶ The data API must provide access to data sources containing datasets of 

interest to the data consumer and that do not require any preliminary data 

pre-processing (e.g., anonymisation) before being accessed;   

¶ The service API must provide access to data sources containing datasets 

of interest to the data consumer and that do require some preliminary data 

pre-processing (via a suitable processor) before being accessed. 

4.4. Use Case D: Re-use of transport data for journey planners / 
digital services 

FR-D.01 Multi-modal Journey Planning 

Description 

Multi-modal journey planning capability is a feature of interest for many digital 

service providers. However, dealing with raw transport datasets, using different 

formats and combining them could be particularly difficult and complicated. To 

this end, a common solution for journey planning would therefore foster the use 

of transport data and simplify its usage.  

Objectives 

¶ The Transport Cloud must provide a loader component that allows to load 

data into the Transport Cloud from public transport operators/authorities. 

The loader should also allow to load data concerning POIs or from other 

transport modes;  

¶ The Transport Cloud must provide a data converter processor that converts 

the aforementioned data into a standard data format. This processor must 

also integrate different data sources. Finally, the processor should be able 

to process and enrich datasets. The processor must finally provide the end 

result of its activities available to other entities;  

¶ The Transport Cloud must provide a journey planning processor using 

integrated datasets. The planner might be able to use third party external 

calculators. Finally, the planner should be able to return journey statistics 

and provide journeys through a standardised API. 

4.5. Use Case E: Mobility as a Service (MaaS) 

FR-E.01 Mobility As A Service 

Description Mobility is a continuously evolving service, including a variety of heterogeneous 

transport solutions (bus, train, car sharing, bikes, etc) provided by different 
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providers (public and private). Thus, it is crucial to provide users with an end-to-

end solution encompassing journey planning and ticketing. Within the 

MobiDataLab project, we aim to provide access to raw datasets on the one hand, 

and on the other hand to provide a multi-modal journey planning service. 

Objectives 

¶ The Transport Cloud must provide a loader component for loading data 

into the Transport Cloud from raw transport, journey planning, and MaaS 

datasets. This functionality shows the need of dedicated storage solutions 

to be deployed within the Transport Cloud;   

¶ The Transport Cloud must provide access to datasets imported from MaaS 

operators -- this can be achieved by means of the metadata catalogue and 

the data/service APIs; 

¶ The Transport Cloud should provide a data transformer processor that is 

able to integrate booking and payment data from the MaaS operators, and 

could integrate journey data as well; 

¶ The Transport Cloud must provide a journey planning processor, 

eventually using third party external calculators, implementing 

the service and providing the response in a standard format through 

a MaaS paradigm.  

4.6. Use Case F: Geodata Sharing applied to Transport: 
OpenStreetMap for Inclusive transport 

FR-F.01 Dataset discovery 

Description 
The data consumer uses the Transport Cloud to find, browse, and explore 

transport and accessibility datasets that can suit their needs. 

Objectives 

¶ The metadata catalogue available in the Transport Cloud must provide 

functionalities that allow to find, browse, and explore datasets that are of 

interest to the data consumer; 

¶ The data API must provide access to data sources containing datasets of 

interest to the data consumer and that do not require any preliminary data 

pre-processing (e.g., anonymisation) before being accessed;  

¶ The service API must provide access to data sources containing datasets 

of interest to the data consumer and that do require some preliminary data 

pre-processing (via a suitable processor) before being accessed.  

 

FR-F.02 Dataset combination and enrichment 

Description 

The data consumer wants to use the Transport Cloud to combine and enrich 

(either geospatially or semantically) the datasets identified via the functionalities 

described in FR-F.01. The result of these operations consists in one or more 

enriched and consolidated datasets.  
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Objectives 

¶ The Transport Cloud must provide a dataset joiner whose purpose is to 

perform the fusion of the datasets that are of interest to the data 

consumer. This joiner should be able to combine mobility data (e.g. provided 

by public transport authorities) with OpenStreetMap accessibility data 

following the OSM common exchange format including "tags". Such a 

combination should rely on the identification of a common location (so-called 

"node" in OSM terminology); 

¶ The Transport Cloud must provide a geospatial enrichment processor 

whose purpose is to perform the geospatial enrichment of datasets; 

¶ The Transport Cloud must provide storage mechanisms to store the 

enriched and consolidated datasets, so that the data consumer can retrieve 

them later.  

 

FR-F.03 Data analysis 

Description 

The data consumer wants to retrieve and then analyse with their preferred 

analysis tool the enriched and consolidated dataset(s) produced via the 

functionalities described in FR-F.02.  

Objectives 

¶ The Transport Cloud must provide storage mechanisms to store the 

enriched and consolidated datasets, so that the data consumer can retrieve 

them later via the metadata catalogue and the data/service APIs. 

 

4.7. Use Case G: Geodata Sharing applied to Transport: 
Environmental Data for Sustainable Transport 

FR-G.01 Dataset discovery 

Description 
The data consumer uses the Transport Cloud to find, browse, and explore 

transport and environmental datasets that can suit their needs.  

Objectives 

¶ The metadata catalogue available in the Transport Cloud must provide 

functionalities that allow to find, browse, and explore datasets that are of 

interest to the data consumer;  

¶ The data API must provide access to data sources containing datasets of 

interest to the data consumer and that do not require any preliminary data 

pre-processing (e.g., anonymisation) before being accessed;  

¶ The service API must provide access to data sources containing datasets 

of interest to the data consumer and that do require some preliminary data 

pre-processing (via a suitable processor) before being accessed. 
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FR-G.02 Dataset combination and enrichment 

Description 

The data consumer wants to use the Transport Cloud to combine and 

enrich, either geospatially or semantically, the datasets identified via the 

functionalities described in FR-G.01. The result of these operations consists in 

one or more enriched and consolidated datasets. 

Objectives 

¶ The Transport Cloud must provide a dataset joiner whose purpose is to 

perform the fusion of the datasets that are of interest to the data consumer. 

This joiner should be able to combine mobility data (e.g. provided by public 

transport authorities) with local environmental data following the 

Geographical Information Systems formats and exchange standards (OGC, 

INSPIRE, etc). Such a combination should rely on the identification of a 

common location (so-called "geometry" in GIS terminology);   

¶ The Transport Cloud must provide a geospatial enrichment processor 

whose purpose is to perform the geospatial enrichment of datasets;  

¶ The Transport Cloud must provide storage mechanisms to store the 

enriched and consolidated datasets, so that the data consumer can retrieve 

them at a later time.   

 

FR-G.03 Data analysis 

Description 

The data consumer wants to retrieve and then analyse with their preferred 

analysis tool the enriched and consolidated dataset(s) produced via the 

functionalities described in FR-G.02.  

Objectives 

¶ The Transport Cloud must provide storage mechanisms to store the 

enriched and consolidated datasets, so that the data consumer can retrieve 

them at a later time via the metadata catalogue and the data/service 

APIs.   

 

4.8. Use Case H: Transport Data Sharing within the Linked Open 
Data vision 

FR-H.01 Dataset provision and discovery 

Description 

Some of the actors involved in this use case may need to either 

provide datasets to the transport cloud, or find, browse, and explore datasets or 

data sources that can be used to enrich or complete their own datasets.  

Objectives 

¶ The Transport Cloud must provide a loader component that allow data 

providers to load the datasets they need to provide to the Transport Cloud;  

¶ The Transport Cloud must provide storage mechanisms that allow data 

providers to store the datasets they need to provide on the Transport Cloud; 
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¶ The Transport Cloud must be able to query data gathered in semantic 

databases via e.g. SPARQL queries.  

 

FR-H.02 Data combination and enrichment 

Description 

The tourism service provider wants to combine and enrich geospatially or 

semantically, the datasets identified via the functionalities described in FR-H.01. 

The result of these operations consists in one or more enriched and consolidated 

datasets.  

Objectives 

¶ The Transport Cloud must provide a semantic combination processor 

whose purpose is to perform the fusion of the RDF datasets that are of 

interest to the data consumer. This processor should be able to combine 

data published according to Linked Open data principles. Such a 

combination should rely on a common vocabulary (so-called ontology);  

¶ The Transport Cloud must provide a semantic enrichment processor 

whose purpose is to perform the semantic enrichment of datasets.  

 

FR-H.03 Tourism analytics  

Description 

The tourism service provider wants to perform tourism analytics on the 

dataset(s) produced via the functionalities described in FR-H.02. Such analytics 

must be performed within the Transport Cloud.  

Objectives 

¶ The Transport Cloud shall provide a processor whose purpose is to 

perform tourism analytics according to specifications provided by the 

tourism service provider; 

¶ If required, the Transport Cloud may need to provide storage mechanisms 

to store the results within the Transport Cloud, thus allowing the tourism 

service provider to retrieve them later.  

 

4.9. Generic Functional Requirements 

FR-GENERIC.01 Storage capability  

Description 
Actors interacting with the Transport Cloud, or components within the Transport 

Cloud, may require storing data within the platform to support their activities.  

Objectives 

¶ The Transport Cloud must provide persistent storage mechanisms to 

store the enriched and consolidated datasets, so that the data consumer can 

retrieve them at a later time. Storage should be scalable and fault 

tolerant to the data access; 
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¶ These storage mechanisms may vary according to the actorsô or 

componentsô needs and the type of data being considered. To this end, we 

refer the reader to Sections 6.1 and 6.2.  

 

FR-GENERIC.02 Loader capability  

Description 

Data consumers and data providers may want or need to actively upload their 

datasets within the Transport Cloud -- indeed, in some scenarios they may not 

be able to provide their data through a service they can expose. 

Objectives 

¶ The Transport Cloud must provide a loader component that allows data 

consumers and data providers to load the datasets they want or need to 

provide to the Transport Cloud. 

 

FR-GENERIC.03 Metadata catalogue  

Description 

Actors interacting with the Transport Cloud may want to find, browse, and 

explore datasets. Such datasets can be available either within the Transport 

Cloud or from third party data providers.  

Objectives 

¶ The metadata catalogue available in the Transport Cloud must provide 

functionalities that allow to find, browse, and explore datasets that are of 

interest to the data consumer.  

 

FR-GENERIC.04 Service catalogue  

Description 

Actors interacting with the Transport Cloud may want to find, browse, and 

explore the services provided by the platform or by third party service providers 

associated with the Transport Cloud.  

Objectives ¶ The Transport Cloud must provide a service catalogue component. 

 

FR-GENERIC.05 Basic Data Access API 

Description 
Actors interacting with the Transport Cloud want to retrieve data from it, or from 

third party data providers that provide data to the Transport Cloud. 

Objectives 

¶ The data API must provide access to datasets that are of interest to 

the actors, either within the Transport Cloud or available from third party 

data sources, that do not require any preliminary data processing (e.g., 

anonymisation, enrichment, etc.) before being accessed. 
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FR-GENERIC.06 Advanced Data and Service Access API 

Description 

Actors interacting with the Transport Cloud want to retrieve data, either from the 

Transport Cloud or from third party data providers that provide data to it, with 

the additional requirement that such data require appropriate processing (e.g., 

enrichment, anonymisation, etc.) before being accessed. 

Objectives 

¶ The service API must provide access to data sources containing datasets 

of interest to the data consumer and that do require some preliminary data 

processing (via a suitable processor) before being accessed. 

 

FR-GENERIC.07 Converter API service  

Description 

Combining several third-party mobility data sources and services is among the 

main goals of the MobiDataLab platform. However, data and services provided 

by third parties are likely to follow different standards or conventions. The 

Transport Cloud must therefore provide a specific converter component aimed 

at standardising and reconciling different representation formats. 

Objectives 

¶ The data and service APIs must provide access to data represented with a 

homogeneous and standard data format. To this end the platform shall rely 

on a converter component, thus ensuring the data will be interoperable 

and standardised. 

 

FR-GENERIC.08 Identity management 

Description 
Actors who want to interact with the Transport Cloud must have the appropriate 

credentials to access and interact with the platform.  

Objectives 
¶ The Transport Cloud must provide an identity manager component being 

able to authenticate the actors. 
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 Transport Cloud Architecture 

Based on the necessary requirements mentioned in the previous sections (3 & 4), a more detailed 

Transport Cloud architecture is depicted in Figure 2. The Figure provides a graphical representation 

of the main components and the connections between them.  

 

 

Figure 2: MobiDataLab Transport Cloud architectural design 
 

The actors interacting with the platform that were introduced in Section 2 are present in Figure 2 

under the general umbrella of ñData Consumerò (box 1) and ñThird-party Providersò (box 8).  

The Data Consumer can interact with the platform through several Transport Cloud channels (see 

also box 2 in Figure 2), i.e., (1) API endpoints (mainly dedicated to REST API services), (2) web 

interface endpoints, i.e., dedicated to services which need interaction with the end user (for 

example scenarios involving data analysis and visualisation tasks), and (3) generic endpoints - for 






























